Ongoing technological innovations are a challenge for industrial and insurance business. In particular
advancing digitalisation presents significant challenges due to complexity and interdependence of processes.

Technology risks / Industry 4.0

Technology risks are highly ranked in several industrial
reviews dealing with emerging risks. According to industry
risk managers, they are the category of risks that consume
the most time and resources. They believe that technology
risks will have significant financial impact on their
organisations, and that sophisticated insurance solutions are
of the highest importance.

History has shown that technological advance in a free
market economy is mainly driven by potential gains in
efficiency which in recent times have been stimulated by
automated processes in general with artificial intelligence
offering further potential in that respect. Several technology
risks are bundled together in what we describe today as
“Industry 4.0”. The term originates from a project in the
high-tech strategy of the German government and involves
substantial investments in the digital transformation of the
industrial sector. Although it is not yet possible to determine
the full extent and nature of the risks that Industry 4.0 will
give rise to, it is clear that complexity and interdependence
of processes will present significant challenges for
companies.

Another term to describe these innovative technologies is
“Smart Factory”. The smart factory will probably
fundamentally change how products are invented,
manufactured and transported. The “smart factory” concept
integrates various evolving technologies into a new business
model for the manufacturing industry. One of the crucial
elements is availability of information in real time in a cross-
company value chain. The landscape features complex and
extensive networks linking suppliers, manufacturers and
customers. In addition, production plants and logistics
systems are organised as far as possible autonomously. The
aim is to achieve an overall optimum in terms of cycle time,
quality, utilisation and resource requirements. Underlying
key technologies include robotics, artificial intelligence, or
augmented reality. Next to several drivers there are
obstacles as well, most notably the constant increase in
cyber crime and the mounting system complexity

Insurance need will be driven by the risks that arise out of
the complex, interdependent, and information intensive
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nature of all these technologies. This will likely change the
type of insurance required by customers. Probably all lines
of industrial insurance business will be affected, most
notably BI and CBI policies due to the substantial
accumulation risk related to interconnected businesses. The
new technologies generated new types of insurance that
respond to the specific needs, e.g. Tech E&0 policies or
Outsource Service Provider (OSP) policies.

The ability to identify relevant data and to process larger
amounts of same in an efficient manner will allow the
insurance industry to develop more custom-tailored
solutions even for the smallest clients. As an example, it can
be assumed that usage-based insurance coverage for auto
liability insurance will probably find its way into other lines
of business such as homeowner’s insurance based on home
monitoring systems’ data or life and health insurance based
on sports activities. While this development is not a
consequence of the introduction of new technologies per se,
intelligent processing of available data will allow insurance
companies to adjust their risk appetite and pricing in a more
efficient way.

The (re-)insurance industry must address clients’ needs
related to technology risks. In particular, it must:

* find new underwriting models, as historical claims data
may only have limited value in a digitalised world

* take into consideration open liability questions like legal
responsibility in case of mistakes or damages in fully
autonomous processes

» keep pace with developments in industrial business and
to build up expertise in the field of new technologies

» develop more tailor made products due to the specific
risk profile of their clients

* improve communication with clients and stakeholders

* play a more active role in the risk management and
claims prevention process.
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